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9)

Hacker - A person who tries to gain unauthorised access to a computer or network

Malware - A software program that is designed to damage or disrupt a computer

Virus - A software program that is designed to corrupt a computer and the files on it 

Spyware -  A software program that collects user information through their internet connection
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Question

Answer

Marks

2(b)

Any three from:

Use a firewall

Use of a proxy server

Do not use / download software / files from unknown sources

Do not share external storage devices / USB pens

Do not open / take care when opening attachments / link

Do not connect computer to network / use as stand-alone computer
Limiting access to the computer
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Question Answer Marks
3(a) Byte 3 /10110100 1
3(b) Odd parity used 3

Counted / added the number 1’s // Most Bytes have an odd number of 1's
Byte 3 has an even number of 1’s / Byte 3 didn’t follow odd parity
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Question

Answer

Marks

5

1 mark for correct register, 3 marks for reason:
— Register Y

Any three from:

—  Count the number of 1/0 bits (in each byte/register)

— Two bytes/registers have an odd number of 1/0 bits / Two have odd parity

—  Even parity must be the parity used

— One byte/register has an even number of 1/0 bits // One uses even parity
—  The two with an odd number of one bits/odd parity are incorrect // Register X and Z should have even parity
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(a) parallel

(b)

any one from:

~ 8 bits/1 byte/multiple bits sent at a time
~ using many/multiple/8 wires/lines

serial

any one from:

— onebitsent ata time
—  overasingle wire
parallel

— faster rate of data transmission

serial

any one from:

—  more accurate/fewer errors over a longer distance

—  less expensive wiring

— less chance of data being skewed/out of synchronisation/order
parallel

any one from:

~ sending data from a computer to a printer
~  internal data transfer (buses)

serial

~  connect computer to a modem

(1 mark)

(1 mark)

(1 mark)

(1 mark)

(1 mark)

(1 mark)

21

2

21
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(a) 1mark per correctly placed tick

Received byte | Byte transmitted correctly

Byte transmitted incorrectly

11001000 v
01111100 v
01101001 v

(b) () byte number: 7

column number: 6

(ii) Any two from:

~ letter "A’(byte 7) transmitted as odd parity (three 1s)

~ column 6 has odd parity (seven 1s)

—  intersection of byte 7 and column 6 indicates incorrect bit value

(c) 190

(d) Any one from:

~  2bits interchanged (e.g. 1 — 0 and 0 — 1) that won't change parity value

~ even number of bits/digits are transposed

3

2

2

m

~  If there are multiple errors in the same byte/column, that still produce the same parity bit,

the error will not be detected

m
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Browser

‘Signal sent o a processor which may
cause a break in execution of the

current routine, according to prioriies

‘Company that provides individual's
‘access to the Intemet and other
services such as web hosting and
emails.

Intemet service
provider

Software application used to locate,
relrieve and display content on the.
World Wide Web, e.g. web pages,
Videos and other files

Hardware identification number that
uniquely identifies each device on a
network; it is manufactured into every
network card and cannot be altered

1P address

MAC address

Authoring language used to create
‘documents on the World Wide Web;
uses tags and aributes

Location of a given computer/device
on a network; can be a static or
dynamic value

15]
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Risk:
Reason:

Minimised:

Risk:
Reason:

Minimised:

Risk:
Reason:
Minimised:

Risk:
Reason:
Minimised:

hacking
illegaliunauthorised access to data
deletion/amendment of data

use of passwordsfuser ids

use of firewalls

encrypt datalencryption

virus
can comuptidelete data

cause computer to crashirun slow

canfill up hard drive with data

use of /run antivirus (software)

o not download software or data from unknown sources

spywarelkey logging (software)
can read key pressesiilesimonitors on a user's computer

use offrun ant-spyware (software)

use data entry methods such as drop-down boxes to minimise risk

phishing
linkattachments takes user to fake/bogus website:

‘website obtains personalfinancial data

do not open/click emails/attachments from unknown sources
some firewalls can detect fake/bogus websites

phaming

redirects user 1o fakelbogus website
redirection obains personalfinancial data
only trust secure websites, e.g_look for htps
check the URL matches the infended site

credit card fraudiidentity theft
loss of money due to misuse of card/stealing data
set passwords

encrypt datalencryption

cracking
illegaliunauthorised access to data
seting strong passwords

encrypt datalencryption

There may be other valid answers given that are outside the provided mark scheme.
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(a)

(b) 1 mark for error detection method and 1 mark for description

- Checksum
‘sum of bits is transmitted and checked against the sum of the received bits

- Check digt
‘adigit that is calculated (e.g. using modulo-11) and transmitted with the data

- ARQ
~ .. when an error is detected in a packet of data a request is automatically sent for the
data to be resent
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Question

Answer

Marks

2(a)

Any three from:

Scans files for viruses // detects/identifies a virus
Can constantly run in background

Can run a scheduled scan

Can automatically updating virus definitions

Can quarantine a virus

Can delete a virus

Completes heuristic checking

Notifies user of a possible virus





